June 2020

NovaBACKUP®
CMon v19.5

NoOvABACKUP

User Manual

Dashboard
@ agents.
Name ¥ camecea ¥ Lasteackppae 1 | LastBackup saus | Lastmacup size 7 Lastssoup Duraton v
S irgoekad e . pr— . @ ven
Robert o 411812020 32929 AM. L] 14668 1 hour ® View
s . anznnn0 102929 P . 21808 hou @ vew
omws . 2020 102929 P ° s1scn thour @ vew
Ruin L] 4121202092929 P [ ] 879.73MB. 1 hour ® View
Naney ° e n2s20 P . atan hour @ ven
Page [1 1 0 v femsper o
& Job History
oo Yoen  Y[wo  Y[mee ¥ samas ¥ Encea Y/oms ¥ s YA Yiowmen ¥
Marketing Keun oary Backup 132020 95929 A . @ view o
Engineering Robert Daily Backup 41372020 329:29 AM 411312020 52929 AM L] 146G8 1 hour ® View
saes sen oay s | anmmwzmeen | enmmuzmam | @ 21008 Thour @ vew
saes o oary ow  amzonzmeen  smemissen | @ 91468 hour vew
socouning ran oany sawp | wnmmoszezew | anzmvozmzm | @ worane e —vew
vuman Resources | Nancy oary oo anmmszezew | aneomszezee ° st rour @ veu
Files Y| Duration Y
sumi 165208
L R e 2 0 seconds @ Vie
2120 Novasior copraron By @ 1 hour @ Ve
411212020 12:46:47 | 4122020 1:46:47
Sales Jeff Daily Backup £ () 2186GB 1 hour @ Viel
411212020 12:46:47 | 411212020 1:46:47
Sales David Daily Backup [} 9.14GB 1 hour @ Viel
PM PM
411212020 11:46:47 | 41212020 12:46:47 879.73
Accounting Ruth Daily Backup [} 1 hour @ Ve
PM MB
Human 41212020 10:46:47 | 4/12/2020 11:46:47
Nancy Daily Backup [} 3.18GB 1 hour @ Ve
Resources AM AM
[ 1 ] 1 Jor 10 v | tems per

Features and specifications are subject to change without notice.
The information provided herein is provided for informational and planning purposes only.

© 2020 NovaStor. All Rights Reserved



https://www.novabackup.com

Table of Contents

Introduction
System Requirements
Installation
Setting up the backup client
Logging In
The Dashboard
Agents & Groups
Log Viewer
Notification Triggers
Account Management
Set Password
Password
Time Zone
Language
Cloud Storage Accounts
Create an account
Connect to an account
View details of an account
View computers
Edit cloud storage account
Change the password
Change the license key
Delete an account
Delete a computer
Storage Server
Settings
Agent Settings
Security Settings
Notification Settings
Users
User registration
User registration and creating a cloud storage account in one step
Create a user



View a user
Edit a user
Delete a user
User Registration
Roles
Storage Servers
Add a storage server
Web Hook
Update
Application
Server Administration Desktop Application
Scheduled Task
Web Configuration File
IP Filter Configuration File
Help
Documentation
About
Known Issues
Troubleshooting Tips
Windows Service Logging
Standalone Web Server Logging
Web Site Logging
Scheduled Task Logging



Introduction
Thank you for choosing NovaBACKUP® CMon by NovaStor

CMon (Central Monitoring Console) is an application that works along side your NovaBACKUP PC, Server, and Business
Essentials backup software. The CMon can be utilized to monitor the associated backup jobs in your entire backup environment,
all from a single pane of glass style website interface. CMon is accessible via web browser and can be viewed via Internet Explorer

9+, Google Chrome, Mozilla Firefox as well as most smart phone web browsers.
NovaBACKUP® CMon is composed of 2 components.

1. The CMon (Central Monitoring Console) application enables the capability to monitor backup agents from any edition of
NovaBACKUP® PC, Server, or Business Essentials, version 18.0 and above. Typically CMon is installed on a Windows
Server machine which does not have NovaBACKUP backup software installed on it. CMon can run on the same server that
NovaBACKUP backup client is installed but it may perform better on a separate server. Read the System Requirements
section for more information.

2. Your installations of NovaBACKUP® PC, Server and Business Essentials, version 18.0 or higher, which are installed on your
systems to backup critical data, such as SQL and Exchange databases, as well as virtual environments. This quick start guide
will describe how to setup the CMon, along with how to connect one installation of NovaBACKUP ® (referred to as an agent)
to the CMon. Subsequent installations of NovaBACKUP ® PC, Server and Business Essentials will require configuration to
connect to the CMon in the same manner.



System Requirements

Hardware

o Intel Dual Core CPU or better
e 4 GB of RAM minimum
e 3 GB free hard drive available space on OS drive

Operating System

Microsoft Windows Server 2019
Microsoft Windows Server 2016
Microsoft Windows Server 2012 R2
Microsoft Windows Server 2012
Microsoft Windows Server 2008 R2 SP1
Microsoft Windows Server 2008 SP2

Microsoft .NET Framework

Microsoft .NET Framework 4.6 or higher

SQL Server (Optional)

Microsoft SQL Server is recommended when using more than 5 backup agents.

e Microsoft SQL Server 2017

O Download Microsoft SQL Server 2017 Express
e Microsoft SQL Server 2016

O Download Microsoft SQL Server 2016 SP2 Express
e Microsoft SQL Server 2014

O Download Microsoft SQL Server 2014 SP2 Express
e Microsoft SQL Server 2012

How to determine the version, edition, and update level of SQL Server and its components
Web Server (Optional)
IIS with IIS 6 compatibility
Networking
e TCP/IP network
Web Browser

o Modern HTML5 supported desktop web browsers such as Internet Explorer 9 and above, Chrome, Firefox, Safari, Opera,
Edge

e Modern HTML5 supported mobile web browsers such as Android 5.0, iOS 9.0, Windows 10, BlackBerry 10, Opera Mobile,
Amazon Silk
Note: To test HTML5 compatibility with your current browser please test it here: https://htm|5test.com/. A points score
closer to 500 is optimal.


https://www.microsoft.com/en-us/download/details.aspx?id=55994
https://www.microsoft.com/en-us/download/details.aspx?id=56840
https://www.microsoft.com/en-us/download/details.aspx?id=53167
https://support.microsoft.com/en-us/help/321185/how-to-determine-the-version-edition-and-update-level-of-sql-server-an
https://html5test.com/
https://html5test.com/results/desktop.html
https://html5test.com/
https://html5test.com/results/mobile.html
https://html5test.com/
https://html5test.com/

Installation

The first step is the successful installation of the CMon. This is where all of the agents will check into and allow you to centrally
monitor your backups across multiple machines through a web browser. The CMon needs to be installed onto a Windows Server
2008 R2 or 2012 machine that all of the other machines on which you install agents can talk to. Please check the System
Requirements for the NovaBACKUP ® CMon for the machine requirements for installation of the software.

The agents themselves connect to the CMon through port 4502 by default, though this is configurable. The built-in web server
will use port 80, allowing you to connect to the web page and monitor your backups. This may also be configured at the time of

CMon installation.

The default choices for the installation of the CMon should be sufficient for most environments and you are advised to utilize the

default choices.

If you have more than 5 backup agents, it's recommended to use Microsoft SQL Server. If you do not already have IIS installed on
the machine which the CMon will be installed - the built-in web server will work great.

For more detailed steps through the installation of the CMon please consult the section on CMon Installation coming up next in
this User Manual.

Things to note for the installation of the CMon:

e Make sure the incoming and outgoing firewall default ports 80 and 4502 are correctly configured to allow for proper
communication.

e During the installation of the CMon you will be asked for the Public Server Address of the management server (CMon). This
needs to be an address or URL where all of the agents can reach the CMon.

e Before connecting agents to the CMon make sure you can login to it. There will be a shortcut in your Start Menu that opens
a web page with the CMon login. The default login user is "admin" and the default password is "admin"

Toinstall CMon , run the setup executable to begin the installer wizard, the installer will let you know what things you are
missing for the prerequisites to install the software.

Upon running the installer, the following screen is displayed to ensure all prerequisite components are installed.

j@ Management Server Download Installer — *

In order to install this application you must first install these
components:

:  Microsoft .MET Framework 4.5.2 (Installed)
Management Server
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o
=
o
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=

Windows 10 (x64) SEE

After you have all the prerequisites installed, click on Install and the following screen will be displayed:



i Management Server Setup = | O [

Welcome to the Management Server
Setup Wizard

The Setup Wizard will install Management Server on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.

m
il

ack Mext | | Cancel

Clicking next on this screen will present you with the End-User License Agreement screen which needs to be accepted before
continuing.

iz Management Server Setup - | O

End-User License Agreement

Please read the following license agreement carefully

211 NovaBACKUP users must agree Lo the following terms and @~
conditions before using this software. Please read them
carefully.

PERMITTED TSES
1. NovaBACEKUP is licensed for one machine only. If you

require additional copies, a site license may be purchased
from NovaStor.

USES NOT FERMITTED

=

2. You may not transfer this software, electronically or
ntherwiae. and wvon mav nnt make anv conies nf this

[#]1 acrept the terms in the License Agreement

Print | | Back || Mext | | Cancel

After accepting the EULA the next screen shows what features will be installed, it is recommended to keep everything with the
defaults here unless there is a specific reason you need to change them.



ﬁ Management Server Setup - X

Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

(S Management Server
...... 'l".l'EbSItE
Database
Service
Scheduled Task This feature requires 2866KE on
Server Administration your hard drive. Ithas 5of 5
subfeatures selected. The
subfeatures reguire 195MB on your

hard drive.
Location: C:\Program Files (x86)\MovaStor\NovaBACKUP Central oz
Management Console’,
Reset Disk Usage Back Mext Cancel

The following screen allows you to choose whether or not you are going to use the built in SQLite database or utilize a Microsoft
SQL Server. If you have more than 5 backup agents, it's recommended to use Microsoft SQL Server for better performance and
improved experience.

}E’ Management Server = | O [

SQL Database Server Provider

Select the server provider on which the database will be installed.

SQL Server Provider:

@ sQLite

) Microsoft SQL Server

Assuming you choose the SQLite database the next screen you will see is the screen that will ask you where you want to host the
web application. If you do not already have IIS installed on your machine, we have found in testing that the standalone web server
works very well. If you have IIS installed it is recommended that you use it, otherwise you will have a conflict of open ports.



il Management Server = | O [

Web Server Provider
Select the server provider on which the web application will be installed.

Web Server Provider:

(®) Standalone Web Server
) Microsoft IIS

() Manual Setup

Back || Mext | | Cancel

After choosing where you want the web application installed to it is time to configure the web application. The Public Server
Address dialog box shown in this screen is the IP, DNS name, or computer name that the NovaBACKUP agents are going to be

communicating with. The Port dropdown box contains the available ports that the NovaBACKUP agents can communicate to the
CMon on.

The computer that hosts CMon needs to have the port that you choose open on it so the NovaBACKUP agents can communicate
with the CMC. The agents themselves do not need to open any incoming ports, but they have to be configured to use the correct
port. All agent communication is initiated from the agent so no incoming communication from the CMC is initiate so there should
not be much to deal with firewalls on the NovaBACKUP agents.

iz Management Server - | o
Management Server Configuration
Enter the configuration settings for the Management Service.
Public Server Address: [192.188.0.5

Port: 4502 ]

Back || Mext | | Cancel

At this point all the information needed to install CMon has been gathered and the installer is ready to start installing it.



i Management Server Setup = | O [

Ready to install Management Server

Clidk Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back || Install | | Cancel

When the installer completes you will see the following screen which starts the required Services. Click "Finish" to complete the
installation. If any other CMon installation related screens are still open at this point you can close them.

:ﬁ Management Server Setup = d

Completed the Management Server Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Start the Management Server Service

I £ Managemen (= erver
[ start the M tWeb 5




Setting up the backup client

Now that you have the CMon successfully installed it's time to connect an agent to it. This section will cover how to setup the

backup client software to connect to CMon.

1. The first thing you need to do is install a backup client (NovaBACKUP® PC, Server, or Business Essentials) on the machine
you'd like to back up. For instructions on how to do this please consult the NovaBACKUP ® Quick Install Guide. By accepting
all default options during installation, all necessary items will be installed. Once NovaBACKUP® PC, Server, or Business
Essentials is installed we need to configure the connection to CMon. NovaBACKUP PC, Server, and Business Essentials
clients require a setting to be configured in order for the backup client to become an Agent.

2. Start the NovaBACKUP client and click on the Home tab.

3. From the main menu click the large circle NovaStor logo button highlighted at the top left, and then click " Default

Settings ". >

MovaBACKUP - Trial Version

Restore Schedule Device Status Support

Backup Logs

»

[ Openlob.. Ctrl=0

“ Start

Start here to backup your data

»

I Default Settings I

Run Job...

mm Virtual Dashboard
- Protect your virtual machines

Import Media...

Image Backup
Start the Image Backup wizard

In the news

Thank You

for using NovaBACKUP

‘ Cloud Backup

Smile your files are

protected! @

]
i

Run Job Open Job
Run a job now. ?]l Cpen previously saved
job.
Import Media . Add MNetwork Device
Import media into your '___a Add a network backup
media catalog. destination device.

JNovaBaCKUP

Click here for job options This

will open a screen with a series of additional tabs.

4. Once in " Default Settings " you will click on the " Management Server " tab. You will be required to configure the "
Server name " and " Port number " variables on this screen. Enter the server address or IP address of the machine where
CMon is installed in the "Server name" field. Enter the port number CMon is configured to use in the "Port number" field.
These values should be the same values entered during the CMon installation. The default port number is 4502. The
"Default group" option on this screen will automatically place this agent into the group specified on the CMon. In general
you do not need to enter anything in the Default Group option at this point. If you do not choose a Default group this agent



| Default Settings

Copy Backup I Restore I Motification I Filters I Run As I Custom |
Advanced Options YMware Servers | Management Server

Server name:

| 192.168.0.5 |

Port number (between 1-65535):

| 4502 |

Default group:

For example, Root or RootLevel1iLevel2

The Backup Client Agent Service is required to contact the Management
Server.,

Start Service

The service is stopped.,

ok J[ concel J[ heb |

will be placed in the "Pending" group in CMon. >

5. Click the "Start Service" button to start the service. "The service is started" is displayed when the service has started
successfully which is required in order to connect to CMon. Click the "OK" button to save the changes. Now you have the
CMon installed, the backup client installed, and the agent connected to CMon. You should now be able to login to the CMon
and see the agent.

6. To verify the service is an automatically starting service, open up Windows Services. Once in the Services screen, find the
service named "Backup Client Agent Service". This is the service that actually connects to the CMon so you can monitor your

agent. By default this service is set to Manual, go to the properties of this service and set it to Automatic (Delayed Start), and
[Apply]. You may now exit out of Windows Services.

7. Additional agents may be connected using these same steps.



Logging In

Logging in to the CMon is as simple as opening a web browser on your computer and browsing to the IP address, DNS name, or
computer name along with the port number that you configured during the CMon installation; the default web port is 80. A
shortcut to the website is installed on the computer where CMon was installed in the Start Menu in the "NovaStor" group for

convenience.

The CMon website should work with any modern web browser including Internet Explorer 9 and above, Google Chrome, Mozilla

Firefox as well as most smart phone web browsers.

Log in

User hame

Password

] Remember me?

-

© 2020 - NovaStor Corporation 1 ¥ 3

The default login Username is admin with a Password of admin.
After logging in for the first time, it's recommended to change your password using the Account Management page.

If the number of times a user fails to log in because of an invalid password exceeds the maximum number configured in the Web
Configuration File, the user will be locked out. Use the Users page to unlock an account. To unlock the admin account, use the

Server Administration Desktop Application.

Users logging in or registering from the embedded web browser in the backup client will automatically be redirected to view or

create a new cloud storage account if permitted.

If the "Remember me?" check box is checked, a cookie will be created which allows the user to remain logged in for up to 7 days
of inactivity by default.



Dashboard

The CMon can be utilized to monitor all of the NovaBACKUP clients and the associated backup jobs in your environment, all from

a single pane of glass interface. CMon is accessible via web browser and can be viewed via Internet Explorer 9 +, Google Chrome,
Mozilla Firefox as well as most smart phone web browsers.

The Dashboard is displayed just after login. It is an overview of your NovaBACKUP environment.

@ Dashboard

Dashboard
= Agents
Name T | Connected Y| LastBackup Date | Y | Last Backup Status Y Last Backup Size Y| Last Backup Duration T
== Connected: 6
= Decmeciadi0 Kevin @ 411312020 9°59:29 AM ® @ View
Robert ® 41372020 3:29:29 AM ® 1.46 GB 1 hour @ View
Jeft ) 4112/2020 10:29:29 PM ) 218GB 1 hour @ View
David ® 412/2020 10:29:29 PM ® 9.14GB 1 hour @ View
Ruth ® 4112/2020 9:2929 PM ® 879.73 MB 1 hour @ View
Nancy ® 412/2020 8:29:29 PM ® 318GB 1 hour @ View
age |4 10 v ]
5 Job History
Group Y Agent Y| Job T Type Y Started + T | Ended Y staws T size Y Files Y Duration ) ¢
== Backup: 6
Marketing Kevin Daily Backup 411312020 9:59:29 AM ® @ View — Total’6
Engineering Robert Daily Backup 411312020 3:29:29 AM 4/13/2020 5:29:29 AM ® 1.46 GB 1 hour @ View
= Started: 1

Sales Jeft Daily Backup 4/12/2020 10:29:29 PM 4/12/2020 11:29:29 PM ® 218 GB 1 hour @ View = E;"z‘;‘g:“ 4

sales David Daily Backup 411212020 10:29:29 PM 4/12/2020 11:29:29 PM ® 914 GB 1 hour @ View

Accounting Ruth Daily Backup 411212020 9:29:29 PM 4/12/2020 10:29:29 PM ) 879.73 MB 1 hour @ View

Human Resources Nancy Daily Backup 4/12/2020 8:29:29 PM 4/12/2020 9:29:29 PM o 318G8 1 hour @ View

Sum: 16.82 GB
1 10 v € ¢}

©2020 - NovaStor Corporation 3 W &

The "Menu" that is displayed on the top of each page shows the various functions that can be quickly accessed. If the browser's

width is too narrow, the menu will be collapsed and in order to expand the menu, click on the 3 horizontal lines near the top right
corner of the page.

On the Dashboard screen you can perform various functions.

To view more details about a particular NovaBACKUP Agent in your environment, you can double-click on an "Agent" via the
Dashboard screen. An Agent is simply a computer that is running NovaBACKUP backup client software that was configured to
utilize the CMon application for monitoring.

You can hover over the circular pie-chart graphic near the bottom right of the screen to see your job statuses. To display jobs with
all of the various types of status including Failed, Successful, Warning, Stopped, and Started jobs.

OPermissions required

View Dashboard



Agents and Groups

Agents and Groups is the area in CMon where you will view all of your client software that has been configured to connect to
the CMon. You can create Groups here as well as print a Report of the contents of the Agents & Groups area.

Agents and Groups

+ Add new group

Name Y Descripion Y Connecled Y| LastActivity Date Y| LastBackup Date Y| LastBackup Status Y | Last Backup Size Y| Last Backup Number of Files Y| Last Backup Duration Y xSP Usemame Y | LastNote Y| Version Y
4 B Example @ View
4 [ Accounting @ View
4232019 11:24:26 | 41232019 10:24:26
[= Ruth [ ] [ ] 879.73 MB 1 hour 19011241 | @ View
PM AM
4 [z Human Resources @ View
4232019112425 | 4123/2019 9:24:26
& Nancy [ ] [ ] 3.18GB 1 hour 19.0.1124.1 @ View
= PM AM
PE-Ai @ View
4 [z Engineering @ View
4232019 11:24:25 | 41232019 4:24:26 N
(= Robert @ o 1.46GB 1 hour 19114061 | @ View
PM PM
4 & Marketing @ View
4232019 11:24:24 | 4123/2019 10:54:26
& Kevin [ ] ® 19.0.1124.1 @ View
= PM PM
4 o sales @ View
41232019 11:24:23 | 41232019 11:24:26
(= David @ © 9.14GB 1 hour 19011241 @ View
% PM AM
4232019 112424 | 4123/2019 11:24:26
& Jeff [ ] [ ] 218 GB 1 hour 19.0.1124.1 @ View
& PM AM
Machines not
£ Pending assigned to @ View

“ |« age |1 o > | ¥ 10 v
Agents and Groups - Add new group function example:

Adding a Group is performed by clicking the " Add new group " button as seen in this example.

Create Group

Group | Users  Notes

Name

Customer Support

Description

The customer support department X

Parent

IT L

OPermissions required

View Agents and Groups

Edit Groups



Log Viewer

Log Viewer via the Dashboard example (1 of 2):

Via the Dashboard you can double-click on any agent name that you are interested in seeing the log for and it will display the

backup log as seen in this example.

This first example is a job with Successful status.

Backup - My Backup
Start 4232019 6:24:26 PM - End 4/23/2019 7:24:26 PM (01:00:00) m

Backup Location C\backup
Files Selected 65 (9 GB) Files Completed 65 {9 GB)
Application MNovaBACKUP v19.0.1124 Write Mode Overwrite
Backup Open Files On Media Name Media Name
Compression On Encryption Off
Backup Type Full
Messages
Type Y Message Y Timestamp | T
No messages were logged.
4| 4 1] 0 N 20 w |ile EMS

fir Delete

Log Viewer via the Dashboard example (2 of 2):
This second example is a job with Failed status.

Backup - My Backup
Start 1/9/2020 11:31:13 AM - End 1/5/2020 12:31:13 PM (01:00:00)

Backup Location C\backup

Files Selected 65 (2 GB) Files Completed 65 (2 GB)

Application MovaBACKUP v19.0.1124 Write Mode Overwrite

Backup Open Files On Media Name Media Name

Compression On Encryption Off

Backup Type Full

Messages
Type Y Message Y  Timestamp | Y
Error Emror e0020038: The icense has expired. 12731/1969 4:02:03 PM
1 1 of1 20 ¥ |ilems per page 1-10of1items

T Delete

OPermissions required

View Job History

or



View Jobs and Job History
or

View Jobs Logs



Notification Triggers

A Notification Trigger is an e-mail notification for selected groups of agents on an interval basis. A single trigger can be created
for an entire group of agents. The notification will be an e-mail sent to the e-mail addresses specified in the trigger configuration.

The current triggers are shown in the "Notification > Triggers" page.

Notification Triggers
+ Add Trigger
Groups Agents Job Statuses Last Checked G i
Pending, Example. Accounting, Human Resources, IT, David, Jeff, Kevin, Started, Successful, Failed, 4/23/2019 11:26:12 7 Vi % Delete
Engineering. Marketing, Sales, Customer Support Nancy. Robert, Ruth Stopped, Warning P

4| 4 Page | 1 of 1 L 10 « | items per page i-1ofiitems

When creating a New Trigger, you are asked some questions including the agents and groups that will be included in the
notification. The " Notification Interval " choices are Daily, Weekly, Monthly and Immediate. You can set a custom subject,

message text, etc. When done configuring click the Add button.
Add Trigger

Groups Accounting % | Customer Support X | Engineering ¥ | Example X
Human Resources X § IT X | Marketing X | Pending X | Sales X

Select All Groups | | Deselect All Groups

Select All Agents | | Deselect All Agents

Select All Job Statuses | Deselect All Job Statuses

Interval Immediate %

Recipients admin@example com ‘

Separate multiple email addresses with a semicolon (2)

Supgect $agentMame $jobName SjobType Job $job:

Enable HTML V] Send message as HTML

Body
e W[ x| < B o

M
M
Ml
E
I
>
I
Il
(i

B|TI U abs

Format v & (inherited font) A (inherited size) v
A ¥ SRR 4

MNotification Interval Type: $notificationIntervalType

Notification Time: $notificationTime ~
MNotification Day of Month: $dayOfTheMonth
MNotification Day of Week: $dayOfTheWeek
Agent Name: $agentMame

Group Mame: $groupMame

Job Mame: $jobMame

Job Status: $jobStatus

Job Type: $jobType

Job Started: $startDateTime

E-GL O Cancel

Once a New Trigger is added you can "View" or "Delete" the existing trigger by clicking on the buttons on the right-side of the



screen in the Action column. To Edit you can click the View button.

The following custom email substitution variables can be used in the subject and body of the notification email.

Variable Description Examples
Daily
I . Weekly
tificationInt IT Th tificat t It .
$notificationintervalType e notification interval type name Monthly
Immediate

The natification time in the format hh:mm:ss tt as specified for a Daily

. 07:34:55 PM
interval.

$notificationTime

$dayOfTheMonth The notification day of the month as specified for a Monthly interval. 15

$dayOfTheWeek The notification day of the week as specified for a Weekly interval. Sunday

$agentName The agent friendly name for which the job was run on. agent1

$groupName The group name of the agent for which the job was run on. group

$jobName The name of the job that ran. job1

Started
Successful
$jobStatus The status of the job at the time of the notification. Failed
Stopped
Warning

Backup
Restore
Copy
Import
Image Backup
$jobType The type of the job. Virtual Machine File Level
Backup
Virtual Machine Replication
Backup
Virtual Machine File Level
Restore

$startDateTime The time the job started. 6/15/2016 7:47:34 PM

The time the job finished. If the job has not finished yet, the value will

6/15/2016 7:54:13 PM
be empty.

$endDateTime

$backupClientVersionNumber The backup client version number. 18.0.1813.1

Example:



Edit Trigger

Groups

Agents
Job Status

Interval

Recipients

Subject

Enable HTML

Body

OPermissions required

View Alerts

Edit Alerts

- 0O X

Pending % | Example % | Accounting x [ Human Resources x
Marketing X | Sales X ] Customer Support X

Select All Groups | | Deselect All Groups
(oaio x [ e x ] ke [oancy x] rovert x [ an x

Select All Agents : Deselect All Agents

Select All Job Statuses Deselect All Job Statuses

Immediate -
admin@example.com
Separate muitiple email addresses with a semicolon ()

$agentMame $jobName SjobType Job $job:
V] Send message as HTML

B I Uja E = =E E| =i B o@D % < H |«

Format v ®  (inherited font) v | | (inherited size) -

Alw ||D|w

MNotification Interval Type: $notificationIntervalType =

Notification Time: $notificationTime

MNotification Day of Month: $dayOfTheMonth

MNotification Day of Week: $dayOfTheWeek

Agent Name: $agentMame

Group Mame: $groupMame

Job Mame: $jobMame

Job Status: $jobStatus

Job Type: $jobType W

Job Started: $startDateTime
+ Update OYeelhlw:|



Account Management

To manage the currently logged in user account, click on the username in the navigation menu
The account management page provides the ability to change the following

e Password
e Time zone

e |anguage



Set Password

New users created without a password must set their password from the "Set Password" page using the link provided in the user
registration email.

Set password

Set your password.

User name michasl@example.com
Password
Confirm password

] Remember me?

Login

After setting their password, they'll be logged in.

If the "Remember me?" check box is checked, a cookie will be created which allows the user to remain logged in for up to 7 days
of inactivity by default.



Password

The password for the currently logged in user can be changed from the "Change Password" page.

Change Password

Current password
New password
Confirm new password

Change password



Time Zone

The date and time for the currently logged in user can be changed from the "Time Zone" page.

Time Zone

Automatic ¥ Automatically detect my time zone
Country United States v

Time Zone Pacific Time W

Time Zone Identifier  America/Los_Angeles

Curent Time 4/23/2019 11:28:32 PM

Save Changes



Language and Culture

The format dates, times, and numerals are displayed for the currently logged in user can be changed from the "Language and
Culture" page.

Language and Culture

Automatic M Automatically detect my language and culture

e English (United States) v
Culture en-us
Calendar  ©regonan

Date Time Pattern  /@/Yyyy himmss it
Curent Time  /23/2019 11:28:39 PM
Number Decimal Separator

Number Group Separator

Save Changes



Cloud Storage Accounts

The "Cloud Storage Accounts" view allows users to manage their cloud storage accounts.

The administrator must add a Storage Server in order for users to create cloud storage accounts.

Cloud Storage Accounts

+ Add new cloud storage account [ Export to CSV

Username t i | Last Backup Date i Used Space i | Total Storage Space ¢ | Quota Status i Quota Percent i | Backup Client License Key i | Expiration Date
michael@example .com 1GB 5GB Below Quota . 20% license key 2/23/2020 4:07:16 PM @ View

Columns are dynamically displayed depending on the width of the browser window.
The column menus can be used to sort, show and hide columns, and filter the data.
The "Free Space" column is hidden by default.

The "Quota Percent" will turn from blue to orange when the account is near quota, and red when at or over quota. If there's no
quota on the account, the percentage bar isn't displayed.

The "Expiration Date" field displays the closest expiration date for the license or its upgrade subscription, if a license key was used
to create the account.

The "Days Until Expiration" will start as orange and fill up when there are 45 or less number of days until the license expires, and
red when there are 14 or less. If the license doesn't expire, the countdown timer bar is not displayed.

Users can click on the "Export to CSV" button to create a comma-separated values (CSV) file containing the list of cloud storage
accounts in all pages, sorted, and filtered as the current view.

The exported CSV file will contain the following columns:

COLUMN NAME DESCRIPTION

GroupName The name of the storage server group.

Username The username in the storage server.
BackupClientLicenseKey The backup client license key.

LastBackupDate The date and time of the last backup in UTC.
UsedBytes The amount of storage space used in bytes.
FreeBytes The amount of storage space remaining in bytes.
QuotaBytes The total amount of storage space available in bytes.
Enabled Indicates whether or not the cloud storage account is enabled.
AccountStatus The account status. ("Active”, "Deleted"”, or "Pending")
NumberOfComputers The number of computers.

QuotaStatus The quota status. ("NONE", "BELOW", "NEAR", "AT", or "OVER")



COLUMN NAME DESCRIPTION

QuotaPercent The amount of used space as a percentage of the quota.

ExpirationDate The backup client license's expiration date in UTC.

DaysUntilExpiration The number of days until the backup client license's expiration date.
LicenseStatus The status of the license in the storage server. ("Normal" or "Evaluation”)

OPermissions required

View Cloud Storage Accounts



Create an account

From the "Cloud Storage Accounts" view, click on the "Add new cloud storage account" button to create a new cloud storage

account.

Enter a username, password, and click the "Save" button to create a new cloud storage account.

Create new cloud storage account

Username

melissa@example com

Password

Confirm Password

LA L L] L) -

+| 1 accept the Terms and Conditions

The username must be unique.

A new "Cloud Storage" device will automatically be added to the backup client when the user signs up inside the embedded web
browser of the backup client, or re-connects to an existing cloud storage account.

When re-connecting to an existing cloud storage account, the user will be asked for their cloud storage account password if it's
different then their user account password.

A backup client license key may be required to create a cloud storage account.

Create new cloud storage account

Username michael@example.com
Password sscssene
Confirm Password [ ITITTT ]
Backup Client License Key | license key X

+/| 1 accept the Terms and Conditions

In this case, if the backup client license is disabled, expired, doesn't support cloud storage, or if it has an expired upgrade

subscription, it can't be used to create a cloud storage account.

The backup client license key will be automatically populated if the user is signing up inside the embedded web browser of the
backup client.



OPermissions required

Edit Cloud Storage Accounts

Terms and Conditions

Acceptance of the terms and conditions may be required.

The "Terms and Conditions" hyperlink will open a new window.

The new window displays the Terms and Conditions with options to print and save as a file in a different format.

The terms and conditions can be exported as a Microsoft Office Open XML Format word processing document (DOCX), Rich Text
Format (RTF), Adobe Portable Document Format (PDF), HyperText Markup Language (HTML), and plain text (txt).

Terms and Conditions

= Export As v

~
H " 1]
Sample Terms and Conditions ("Terms")
Last updated: October 25, 2019
Please read these Terms and Conditions ("Terms”, "Terms and Conditions") carefully before using the "Service” operated by your Service Provider ("us”, "we", or "our").
Your access to and use of the Service is conditioned on your acceptance of and compliance with these Terms. These Terms apply to all visitors, users and others who access or use the
Service.
v

By accessing or using the Service you agree to be bound by these Terms. If you disagree with any part of the terms then you may not access the Service.

Related topics:

Add a storage server
User registration and creating a cloud storage account in one step



Connect to an account

The embedded web browser dialog from within the backup client must be used in order to successfully connect to a cloud storage

account.

The embedded web browser dialog can be launched from either the "Home" or the "Device" tabs.
From the "Home" tab, click on the "Cloud Backup" button.

From the "Device" tab, click on the "Click HERE to add an online device" list item.

If a cloud storage account has already been added, the web browser dialog will not be displayed.
OPermissions required

View Cloud Storage Accounts



View details of an

From the "Cloud Storage Accounts" view, click on the "View" button next to the cloud storage account to view its details.

& Cloud device

@ & Edit 22 View computers i Delete

Username

Status

Enabled

License

Used space

Free space

Total storage space

Quota status

Quota

Maximum number of computers
Group

Quota type

Near quota

Near quota action

At quota action

Over guota

Over quota action

Restore window

Allow data access using master key

account

melissa@example.com
Active

Yes

Normal

0B

200 MB

200 MB

Below Quota

0%

1
melissa@example com
Custom

90%

Report Warning
Warning Window
110%

Disable Backup

1 month

Yes

If a cloud storage account has a license key, it's also displayed.

& Cloud device

# Edit a8 View computers i Delete

Username

Backup client license key
Expiration date

Days until expiration
Status

Enabled

License

Used space

Free space

Total storage space
Quota status

Quota

Maximum number of computers
Group

Quota type

Near quota

Near quota action

At quota action

Over quota

Over quota action
Restore window

Allow data access using master key

michael@example.com
license key [#
21212020 9:06:17 PM
45

Active

Yes

MNormal

1GB

4 GB

5GB

Below Quota

20%

1
michael@example.com
Custom

90%

Report Warning
Warning Window
110%

Disable Backup

1 month

Yes

The administrator has the ability to view more details on the account.



& Cloud device

& Connect | # Edit =& View computers Ml Delete

Username melissa@example.com
Status Active
Enabled Yes
License MNormal
Used space 0B
Free space 200 MB
Total storage space 200 MB
Quota status Below Quota
Quota 0%
Maximum number of computers 1
Group melissa@example.com
Quota type Custom
Near quota 90%
Near quota action Report Waming
At quota action Warning Window
Over quota 110%
Over quota action Disable Backup
Restore window 1 month
Allow data access using master key Yes
Primary storage C:\UserData
Restrict backups to primary storage Yes
User data directory name melissa@example.com

The administrator doesn't have the ability to connect to a cloud storage account of another user.
OPermissions required

View Cloud Storage Accounts



View computers

From the cloud storage account details view, click on the "View computers" button to view the computers attached to the cloud

storage account.

Cloud Storage Account Computers

Computer Name Y Created
WINDOWS-PC 4/23/2019 11:29:54 PM
WINDOWS-LAPTOP 4f23/2019 11:29:55 PM

< 4 n 4] » » 10 v

OPermissions required

View Cloud Storage Accounts

Y Modified T
4/23/2019 11:29:54 PM i Delete
4/23/2019 11:29:55 PM T Delete



Edit cloud storage account

From the cloud storage account details view, click on the "Edit" button.

The editable fields depend on whether or not a license key is required and also the role of the logged in user.

License key is required

If a license key is required for the cloud storage account, only the license key and restore window can be modified. This is because

the quota and the number of computers are retrieved from the license server.

Edit cloud storage account

Username michael@example.com
License Key license key [
Status Active
Enabled Yes
License Normal
Number of computers 1

Group michasl@example.com

e

Restore window length 1 &
Restore window type Months v
Computers & Manage computers
Password & Change password

The administrator can also modify the "License status"”, storage server group, master key access, primary storage, and user data

directory fields of the cloud storage account.



Edit cloud storage account

Username  michael@example com
License Key  license key [
Status Active
Enabled Yes

License Normal v

Number of computers 1

Group michael@example.... ¥
Restore window length 1 .
Restore window type Months v

+/ Allow data access using master key

Primary storage C\UserData v

+/ Restrict backups to primary storage

User data directory michael@example com
name
Computers & Manage computers
Password & Change password

License key not required

If a license key is not required for the cloud storage account, the number of computers, quota, and restore window fields can be
modified.



Edit cloud storage account

Username  melissa@example.com
Status Active
Enabled Yes
License  Normal

Number of computers 1 &

Group melissa@example.com

Quota type Custom ¥
Quota (megabytes) 200 :
Near quota percent 90 m
Near quota action Report Warning v
At quota action Warning Window v
Over quota percent 110 =
Over guota action Disable Backup v
Restore window length 1 ©
Restore window type Months v
Computers 5% Manage computers
Password & Change password

The administrator can also modify the "Account status”, "Enabled", "License status"”, storage server group, master key access,

primary storage, and user data directory fields of the cloud storage account.



Edit cloud storage account

Username

Status

License

Number of computers

Group

Quota type

Quota (megabytes)

Near quota percent

Near quota action

At quota action

Over quota percent

Over guota action

Restore window length

Restore window type

Primary storage

User data directory
name

Computers

Password

OPermissions required

Edit Cloud Storage Accounts

melissa@example com

Active v
+ Enabled

MNormal v

1 .

melissa@example. .. ¥

Custom ¥
200 =

90 m

Report Warning v
Warning Window v
110 2

Disable Backup v
1 v

Months v

+/ Allow data access using master key

C\UserData v

~/ Restrict backups to primary storage

melissa@example.com

5% Manage computers

& Change password



Change the password

From the cloud storage account details view, click on the "Edit" button.

Edit cloud storage account

Username michasl@example.com
License Key license key [#
Status Active
Enabled Yes
License MNormal
Number of computers 1

Group  michael@example com

e

Restore window length 1 %
Restore window type Months v
Computers & Manage computers
Password & Change password

Click on the "Change password" button.

Enter the current cloud storage account password, the new cloud storage account password, and click on "Save" to continue.

Change cloud storage account password

Current Password TIITIT
New Password T YT T,
Confirm Password ‘ ssssssescens -
Save

OPermissions required

Edit Cloud Storage Accounts



Change the license key

The backup client license key can be changed only if one was used to create the cloud storage account.

From the cloud storage account details view, click on the "Edit" button.

Edit cloud storage account

Username  michael@example com
License Key  license key [
Status Active
Enabled Yes
License  Normal
Number of computers 1

Group michasl@example.com

e

Restore window length 1 &
Restore window type Months v
Computers & Manage computers
Password & Change password

Click on the "Edit" icon next to the "License Key" field.
The "Edit" icon will not be displayed if a license key wasn't used to create the cloud storage account.
Enter the new backup client license key and click on "Save" to change the license key associated with the cloud storage account.

If the backup client license is disabled, expired, doesn't support cloud storage, or if it has an expired upgrade subscription, it can't
be used as the new license key.

Change license key

iisaise michael@example.com

Backup Client License Key | new license key x

OPermissions required

Edit Cloud Storage Accounts



Delete an account

To permanently delete your cloud storage account, and its associated data, from the cloud storage account details view, click on
the "Delete" button.

The following page will allow you to confirm its deletion.
You will not be able to restore any data associated with the account after deleting it.

Are you sure you want to delete this cloud storage account?

Username michael@example com
Backup Client License Key license key

T Delete

OPermissions required

Edit Cloud Storage Accounts



Delete a computer

To permanently delete a computer attached to the cloud storage account, and its associated data, from the "Cloud Storage
Account Computers" view, click on the "Delete" button next to the computer. The following page will allow you to confirm its

deletion.

You will not be able to restore any data associated with the computer after deleting it.

Are you sure you want to delete this computer?

Computer Name WINDOWS-PC

fir Delete

OPermissions required

Edit Cloud Storage Accounts



Storage Server

The "Storage Server" view allows an administrator to view NovaBACKUP xSP Storage Server groups and users.

The administrator must first add a Storage Server.

localhost =

B Export to CSV

Name 1 i Description #  Number Of Computers §  Used Space
»  Accounting Accounting Department 1 829.85 MB ® View
»  Administrators Administrators { 0B @ View
Engineering Engineering Department [ 0B @ View
Everyone All Users [ 0B @ View
» Human Resources Human Resources Department 1 3.73GB @ View
> IT Department 1 875GB @ View
»  Marketing Marketing Department 1 6.91GB @ View
« Sales Sales Department 2 917GB @ View
User Name 4 i Number Of Computers i | Used Space
David 1 69GB
Jeft 1 2276GB
n ge |1 10 v
1 0 v

The column menus can be used to sort, show and hide columns, and filter the data.
The "Status", "Quota Setting", "Quota”, "Number Of Users", and "Used Gigabytes" columns are hidden by default.

Users can click on the "Export to CSV" button to create a comma-separated values (CSV) file containing the list of all storage
server groups without users.

The exported CSV file will contain the following columns:

COLUMN NAME DESCRIPTION

Name The name of the storage server group.

Description The description of the storage server group.
NumberOfUsers The number of users in the storage server group.
NumberOfComputers The total number of computers in the storage server group.
UsedGigabytes The amount of storage space used in gigabytes.

OPermissions required

View Storage Servers

Edit Storage Servers



Settings

Security

Agent

Notification

Users

User Registration Settings
Roles

Storage Servers

Web Hook

Update

Application



Agent Settings

The Agent Settings page allows you to configure the timeout and ping interval for agent connections.

It also allows you to configure the maximum number of logs per agent and the time old logs are purged from the database.

Agent Settings

Agent Connections

Agent connection timeout (minutes) ap A

4

Agent connection ping interval (minutes)

»

15
Agent Logs

| Delete logs that exceed the maximum number per agent

Y
h 4

100
/| Delete logs that exceed the maximum number of days

60

Save Changes

OPermissions required

View Settings

Edit Settings



Security Settings

The "Security Settings" view allows an administrator to ignore SSL certificate errors.

Ignoring SSL certificate errors is not recommend.

Security Settings

[ Ignore SSL Certificate Errors

OPermissions required

View Settings

Edit Settings



Notification Settings

To configure how the Notification e-mails are sent you, click on the "Notification" menu item under the "Settings" menu
item. Notification e-mails are delivered by default via the built-in "NovaBACKUP Alerts" SMTP service.

Notification Settings

Email Server

Type NovaBACKUP Alerts v
Server Address

Server Port 25 =

Enable SSL

Enable Authentication

User Name
Password
ry
Retry Count 5 i
Timeout (Seconds) 30 =

Sender Name NovaBACKUP Alerts
Sender Email Address noreply@novastor.com

Save Changes

Test Email Address Recipients

To
Separate muitiple email addresses with a semicolon ().

send Test Email

You can also configure CMon to send Notifications using a "Custom SMTP" server. Make sure to fill in all of the details that are
prompted for. Once the prompts are filled in click the " Test Email Settings " button to verify all of the settings are correct prior
to saving, otherwise your Notification e-mails will fail.



Notification Settings

Email Server

Type
Server Address

Server Port

Enable SSL

Enable Authentication

User Name

Password

Retry Count

Timeout (Seconds)

Sender Name

Sender Email Address

Custom SMTP v

smtp.example.com

587

backup@example.com

L |

| 2

30

L]

NovaBACKUP Alerts

| backup@example.com X

Save Changes

Test Email Address Recipients

To

OPermissions required
View Settings

Edit Settings

Separate muitiple email addresses with a semicolon ().

send Test Emalil



Users

The "Users" page is where you can set up CMon to work with more than just the single built-in "admin" account. Once on the
"Users" page you have the ability to add users by clicking on the "Add new user" button. Custom Roles can be created for users

via the "Roles" page.

The column menus can be used to sort, show and hide columns, and filter the data.

The "Storage Server Group" column is hidden by default.

Users
+ Add new user
User Name + i | Email Address i | Description ¢ | Role Enabled
admin Built-in Administrator Administrator true @® View

OPermissions required
View Users

Edit Users



User registration

From the "Log in" view, click on the "Register" button to register for a new account.
Enter a username, password, email address, and click the "Register" button to continue.

Register

Create a new account.

User name melissa@example.com
Email melissa@example.com
Password IIITITT]
Confirm password ‘ ssssssne -

The username must be unique.

Related topics:

User registration settings

User registration and creating a cloud storage account in one step



User registration and creating a cloud storage account in one
step

When using the embedded web browser dialog from within the backup client, clicking on the "Register" button from the "Log in"

view displays a page allowing you to register for a new account and create a cloud storage account in one step.

Register

Create a new account.

User name melissa@example.com
Email melissa@example.com
Password ssessnee
Confirm Password L TTIT L]
Backup Client License Key | license key »®

+| | accept the Terms and Conditions

Related topics:

User registration settings

User registration

Add a storage server

Create a cloud storage account



Create a user

From the "Users" view, click on the "Add new user" button to create a new user.
Enter a username, password, email address, select the user's role, and click the "Next" button to continue.
The username must be unique.

If a password is not specified, then the "User must set or change password at first login" and "Send registration email" check

boxes must be checked.

If a password is not specified, the user registration email will contain a link to the Set Password page, by default, to allow them to

set their password.
The set password link contains a randomly generated token that expires after 30 days.

If a Storage Server was added by the administrator, the option to create a storage server group when creating a user will be
displayed.

If the "Create Storage Server Group for this user" check box is checked in the storage server settings, a storage server group is
created when this user is created.

The storage server group name, derived from the username, must be unique.

Create new user

User Name michael@example com

User must set or change password at first login
A password is optional if it must be set at first login.

Password TITITIT
Confirm Password ssessses
Email Address michael@example_ com X

+/| Send registration email now £t

Role User v |5

-/ Create storage server group for this user

Storage Server Group michasl@example.com

Select the groups the user is authorized to manage and click the "Save" button to create the user.



Create new user

Select the groups the user is authorized to manage

Name ¢
Accounting
Customer Support
Engineering
Example

Human Resources
IT

Marketing
Pending

Sales

OPermissions required

Edit Users



View a user

From the "Users" view, click on the "View" button to view the details of a user.

michael@example.com

User | Groups

User Name
michael@example com
Email Address
michael@example com
Role

User

+'| Enabled

Locked Out

Storage Server Group
michael@example com

¢ Edit i Delete

OPermissions required

View Users



Edit a user

From the "User Details" view, click on the "Edit" button to edit the user.

Edit User

User | Groups

User Name

michael@example.com x

Password

Change Password

Email Address

michael@example com

Role

User A4

Description

+ Enabled
Locked Out

Storage Server Group

michael@example com v

Save

Click on the Groups tab to modify the groups the user is authorized to manage.



Edit User

User = Groups

Select the groups the user is authorized fo manage.

MName *

| Accounting
Customer Support
Engineering
Example
Human Resources
IT
Marketing
Pending

Sales

Click on the "Save" button to save the changes made to the user.
OPermissions required

Edit Users



Delete a user

From the "User Details" view, click on the "Delete" button to delete the user.

Are you sure you want to delete this user?

User Name
michael@example.com
Email Address
michael@example.com
Role
User
Storage Server Group
michael@example.com

Delete Storage Server Group

fr Delete

Check mark the "Delete Storage Server Group" check box to delete the storage server group associated with the user when
deleting the user.

Click on the "Delete" button again to confirm deleting the user.
The default storage server group cannot be deleted.
The storage server group cannot be deleted if it's associated with other users.

The storage server group cannot be deleted if it's being used with one or more cloud storage accounts.

OPermissions required

Edit Users



User Registration Settings

The "User Registration Settings" view allows an administrator to enable or disable user registrations and configure the user

registration email template.

User Registration Settings

[v| Allow User Registration

Notification Sender NovaStor NovaBACKUP CMon
Name

Notification Sender noreply@novastor.com
Email Address

Notification Subject {% if (user.Password 1= ") %}Get staried with NovaBACKUP CMon.{% else %}Co @

Notification Body Blr|ulsll=]=|=]=]|l=|==|lealD
] = = =/ = o g — +

x, | x| | E | <« || Format v 3
(inherited font) v (inherited size) A A v

1% if (user.Password = ") % }Click here to login.{% else % Click here to
complete vour registration.{% endif %5}

®

Test User Properties

Name UserName
Password P@ssword
Email noreply@novastor com

send Test Email

Notification Email

The user registration notification email subject and body are templates that use markup to output text based on conditions and

variables.

OPermissions required
View Settings
Edit Settings

Syntax



Introduction

TYPE DESCRIPTION

Objects Objects produce content. Object names are denoted by double curly braces: {{ and }}.

Tags create the logic and control flow for templates. They are denoted by curly braces and percent signs: {% and %}. The markup

Tags . -
9 used in tags does not produce any visible text.

Control flow

SYNTAX DESCRIPTION

if Executes a block of code only if a certain condition is true.

elsif / else Adds more conditions within an if block.

endif Indicates the end of an if control block.
Operators

SYNTAX DESCRIPTION

== equals

1= does not equal

> greater than

< less than

>= greater than or equal to

<= less than or equal to

or logical or

and logical and

Built-in objects

OBJECT NAME DESCRIPTION

user.Name The user's username.

user.Email The user's email address.

user.Password The user's password. Putting a password in plain text in an email isn't recommended.
SetPasswordToken The token used to set the user's password.

SetPasswordUrl The URL of the page which allows the user to set their password.

LoginUrl The URL of the login page.



Related topics:

User registration



Roles

The "Roles" page contains the ability to create and edit Roles. Once on the Roles page you can click on "Add new role" button to

add new rolws. From there you will be able to define a custom role.

Roles

+ Add new role
Name t Y Default Y Description Y
Administrator false Administrator @ View
Backup Auditor false Monitors backup and restore operation status @ View
Backup Operator | false Creates/Schedules/Performs backup and restore operations @ View
Backup Support false Assists with backup and restore operations @ View
User true The default user role @ View

« .k . b 10 v | filems per page 1-50f5iems

OPermissions required

View Roles

Edit Roles



Storage Servers

The "Storage Servers" view allows an administrator to manage NovaBACKUP xSP Storage Servers.

In order for users to create cloud storage accounts, a Storage Server must be added.
OPermissions required

View Storage Servers

Edit Storage Servers



Add a storage server

From the "Storage Servers" view, click on the "Add new storage server" button to add a new storage server.
Enter the web URL and key for the Storage Server APl and click the Next button to continue.

The storage server APl is an optional feature installed with the NovaBACKUP Storage Server by default.

It's recommended to use HTTPS for a secure connection.

If a secure connection could not be established because of SSL certificate errors, the errors can be ignored in Security Settings, but

this is not recommended.
The API key is configured in the storage server API's "appSettings.config" file and is case sensitive.

A randomly generated API key is created by default.

Create new storage server

Enter the storage server API connection settings.

APl URL hitps:localhost/BackupServer

9

API Key |o-o.-|

Enter the storage server address and port and click the "Next" button to continue.

The storage server address should be publicly resolvable by the backup client.
The storage server port is the port the backup server is configured to listening on.

Create new storage server

Enter the storage server address and port.

Server address ‘ localhost x

s

Server port 308

v
(o Lo

Enter the storage server group settings and click the "Next" button to continue.
If the "Create storage server group for each user" check box is checked:

1. A new storage server group is created for new CMon users.

2. The name of the storage server group will be the same as the username of the CMon user.

3. New cloud storage accounts created for new CMon users will be assigned that storage server group.
4. The group status and quota settings will be used for the new storage server group.



Create new storage server

Enter the storage server group settings.

./ Create storage server group for each user
Group status Active v

Group quota setting Off v

Enter the storage server account settings and click the "Next" button to continue.

When the user is required to enter a backup client license key and the "Account Quota Setting” field is set to "Custom", the user
account's quota will be set according to the quota specified for the backup client license key provided when the user signs up for

an account.

Otherwise, the "Account Quota (Megabytes)" field must be specified if the user is not required to enter a backup client license key
and the "Account Quota Setting” field is set to "Custom".

If a backup client license is used with a data storage quota greater than 2,147,483 GB, then the data storage quota on the cloud
storage account will be limited to 2,147,483,647 MB.

When the "Account Quota Setting" field is set to "Group", the user account's quota will be set according to the quota specified for
the storage server group specified in the previous step.

When the "Account Quota Setting" field is set to "No Quota", the user's account will have an unlimited amount of storage space.

The number of computers that can be backed up to the cloud storage account will be based on the maximum number of

activations set on the backup client license used to create the account.

If a backup client license is used with a maximum number of activations greater than 5000, then the number of computers on the

cloud storage account will be limited to 5000.

If the user is not required to enter a backup client license key, then the "Number of computers" must be specified if the "Multiple

computers allowed" checkbox is checked.

The storage server help documentation contains more details about the other settings.



Create new storage server

Enter the storage server account settings.

+* Enabled

+ User is required to enter a backup client license key

Account status Active v
Account license Normal v
Number of computers 1 e
Account quota setting Custom v
Account near quota 0 -
percent
Account near quota Report Warning v
action
Account at quota action Warning Window v
Account over quota 110 ®
percent
Account over quota Disable Backup v
action

Enter the storage server account data storage and retention policy settings and click the "Next" button to continue.

If the cloud storage account was created with a backup client license key, the account will automatically be disabled if the backup

client license is disabled, expired, no longer supports cloud storage, or if the upgrade subscription is expired.

The cloud storage account will automatically be re-enabled if the license and upgrade subscription, if any, become valid again.
An account can also be disabled from the storage server directly.

After an account is disabled, the user will not be able to connect to the storage server.

If the "Delete account after a grace period since the account was disabled" check box is checked, the account will be deleted after

the specified grace period since the account was disabled.



Create new storage server

Enter the storage server account data storage and retention policy settings.

Allow data access using master key
Primary storage C:\UserData v

Restrict backups to primary storage

Restore window length 1 =
Restore window type Months

~~ Delete account after a grace period since the account was disabled

Grace period (in days) 60 T
before account is
deleted

Cos [

Optionally enable displaying the terms and conditions and click the "Save" button to continue.
If enabled, the user must accept the terms and conditions before a cloud storage account is created.
The Import button can be used to insert a Microsoft Office Open XML Format word processing document (DOCX), Rich Text

Format (RTF), Adobe Portable Document Format (PDF), HyperText Markup Language (HTML), and plain text (txt) file into the terms
and conditions editor.

For more details on how the terms and conditions is displayed, see Terms and Conditions.

Create new storage server

Enter the storage server account data storage and retention policy settings.

-~ Display terms and conditions

Terms and conditions I" B T | U | ae

u B = EE||leanl
%; | % || B || <> || Format vy ¥
(inherited font) v (inherited size) v A v
- ™
Sample Terms and Conditions

("Terms")

Last updated: October 25, 2019

Please read these Terms and Conditions ("Terms”, "Terms and Conditions™)
carefully before using the "Service” operated by your Service Provider ("us”,

(o Lo

After creating the storage server, it will be displayed in the data grid.

W



Storage Servers

+ Add new storage server
Address 1 Y | Port Y APFIURL T

localhost 308 https://localhost/BackupServer @& View

2 P Sage |1 af » » 10 =

Only one storage server is supported.

The CMon will periodically query the license for any changes and update the XSP account accordingly.

OPermissions required

Edit Storage Servers

Related topics:

Create a cloud storage account



Web Hook Settings

The Web Hook Settings page allows a user to view and modify the current web hook settings.

The web hook receiver is used to receive notifications from the License Server when a license has been updated. When a
notification has been received, the cloud storage account associated with that license will be updated.

The web hook receiver secret key is required and must have a minimum of 32 and a maximum of 256 characters.
The web hook receiver secret key must not contain commas, equals signs, and leading or trailing spaces.

The secret key is used to verify that the caller is authorized to send requests.

The web hook receiver must be accessible using HTTPS for it to accept requests.

The web hook URL displayed is built based on the URL of the current page and may not be accurate depending on the hosting
environment.

Web Hook Settings

Ghanging these setfings will not take affect until the web application is restarted.
You can restart the web application on this page.

®

+ Enable Web Hook Receiver

Web Hook Receiver Secret Key o T T T Yy YT Y Y @

Web Hook URL  hitpsi/flocalhost/ManagementServer. Web/apiwebhooks/incoming/webhook

The web hook receiver also restricts access depending on the IP address of the caller.

See IP Filter Configuration for more information.
OPermissions required

View Settings

Edit Settings



Update Settings

The "Update Settings" view allows an administrator to enable or disable automatically checking for updates.

It's recommend to enable automatically checking for updates to automatically receive notifications when a new update is
available.

If enabled, the "Management Server" windows service automatically checks for updates every 7 days.

Update Settings

[+| Automatically Check For Updates

OPermissions required

View Settings

Edit Settings



Application Settings

The Application Settings page allows a user to restart the web application.

Application Settings

(i) Restarting the web appiication will expire all user sessions, and connected users may be logged off.

Restart web application now

OPermissions required

Edit Settings



Server Administration Desktop Application

The CMon Server Administration utility is a desktop application installed on the local server where CMon is installed.
A shortcut is created in the Start menu called "NovaBACKUP CMon Server Administration”.

It allows you to change the CMon server address and port number and unlock user accounts.



Scheduled Task

A scheduled task named "NovaBACKUPManagementServer" is created in the Windows Task Scheduler that's responsible for

sending notifications and deleting old job logs as configured in the settings.
The task does not delete job logs which have unsent notifications.
The configuration file contains a setting for the database command timeout.

The file is located in the Web installation directory. For example,

C:\Program Files (x86)\NovaStor\NovaBACKUP Central Management
Console\ScheduledTask\ManagementServer.Service.ScheduledTask.Console.exe.config

Database Command Timeout

The default value is 0 which prevents the command from timing out. An empty value will instruct the application to use the
default database provider's timeout value.

<appSettings>
<add key="DatabaseCommandTimeout" value="0"/>
</appSettings>



Web Configuration File

The web configuration file (web.config) contains some of the application settings such as the database connection string, log file
path, log verbosity, and persistent login behavior.

The file is located in the Web installation directory. For example,

C:\Program Files (x86)\NovaStor\NovaBACKUP Central Management Console\WebRoot\Web\web.config

Persistent login settings

When a user chooses to login and persist their login information, the default behavior is to keep them logged in for 7 days since
they last visited the web application.

<authentication mode="Forms">

<!-- forms session times out in 7 days -->

<forms loginUrl="~/Account/Login" slidingExpiration="true" path="/" name="ManagementServer" timeout="10080"
protection="Al11"/>
</authentication>

For more technical information about these configuration settings, see forms Element for authentication (ASP.NET Settings
Schema).


https://msdn.microsoft.com/en-us/library/1d3t3c61(v=vs.80).aspx

IP Filter Configuration File

The web hook receiver restricts access depending on the IP address of the caller.

These restrictions are specified in the IPFilter.config file in the web application installation directory.

Default File Path

32-bit Operating System

C:\Program Files\NovaStor\NovaBACKUP Central Management Console\WebRoot\Web\IPFilter.config.
64-bit Operating System

C:\Program Files (x86)\NovaStor\NovaBACKUP Central Management Console\WebRoot\Web\IPFilter.config.

Syntax

No more than two hosts can be specified in an <allow /> element because the hosts attribute signifies either one IP address or a

range of IP addresses.

Examples

One IP Address

<allow hosts="198.51.100.0" />
A Range of IP Addresses

<allow hosts="198.51.100.0,198.51.100.255" />
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Help Documentation

The Help Documentation link opens a new window to display the Central Monitoring Console (CMon) User Manual in a web

browser.

A download link is provided on the bottom of each page to download a PDF version.

You can also send us feedback by clicking the email link on the bottom.



About

The About page displays product version information about CMon for logged in users.

About

- JR(NovaBACKUP

NovaStor NovaBACKUP CMon

Product Version: 19.99.0.0

Last Modified Date: 4/13/2020 10:51:43 AM

Database Schema Version: 19.5.1414.0

Client Browser-Mozilla/5.0 (Windows NT 10.0; WOWE4; Trident/7.0; Touch; NET4.0C; NET4.0E; NET CLR 2.0.50727; NET CLR 3.0.30729; NET CLR 3.5.30729; Tablet PC 2.0; rv:11.0) like Gecko

Logged in users in a role with "View Settings" permission can also manually check for product updates on this page.

CMon can be configured to automatically check for product updates in the Update Settings page.

If an update is available, a notification is displayed on all pages, except the About page, for logged in users in a role with "View
Settings" permission.

An update is available =RV EET e

The product update notification contains a "More Information" button, which redirects them to the About page.
If a product update is available, the About page will display information about the new version:
e The new version number.
e The released date of the new version.
e Links to "Download now" and "Learn more" if available.
e The last time a check for updates was performed.
e A "Remind me later" button which will snooze the product update notification for 24 hours.
e The next time the product update notification will appear if the "Remind me later" button was clicked.
e A "Skip this update" button which will dismiss/skip the product update notification, specifically for the new version.

If the "Skip this update" button was clicked and a version is available that's newer than the version that was previous skipped,

then the product update notification will re-appear.

A product update is available.

Management Server v99.99.0.0

Released: 7/3/2019 5:00:00 PM

Q, Check For Updates

S Remindmelater | © Skip this update




If no updates are available, the About page displays the message, "The latest version is already installed".
If there's more than one update available, the About page will only display the latest version.

If the "Skip this update" button was clicked, and then the "Remind me later" button is clicked, the product update notification will

re-appear after 24 hours.

OPermissions required

View Settings



Known Issues

Retention and Import jobs are not monitored/reported
When using CMon over HTTP, usernames and passwords are sent in plain text
It is recommended to use SSL/HTTPS for security reasons.

Some inputs are not validated for maximum lengths.



Troubleshooting Tips

The Management Service may not be started.

The Management Service must be started to be accessible. Run the Services control panel and start the "Management Service"
windows service. If it fails to start, see Windows Service Logging for troubleshooting.

The Web Server may not be started.

The Web Server must be started to be accessible. Depending on which web server hosts the console application, run the Services
control panel and start the appropriate windows service:

e [f using the standalone web server, start the "Management Web Server" windows service. If it fails to start, see Standalone
Web Server Logging for troubleshooting.
e [f using Internet Information Services (IIS), start the "World Wide Web Publishing Service" windows service.

A firewall may be blocking one or more required ports.

If the Management Service is behind a firewall, make sure its configured port is open. The port number was specified during
installation and saved in the "Management Server" windows service "system.serviceModel.services.config" configuration file. You
can launch the Server Administration utility to quickly view and optionally edit the port number. The Management Service uses
the TCP protocol.

If the web server is behind a firewall, make sure its configured port is open. The port number may have been specified during
installation and saved in the main "Management Web Server" windows service configuration file if the standalone web server was
selected.

The Management Service address may be incorrect.

The Management Service address must be configured correctly to be accessible. The server address was specified during
installation and saved in the "Management Server" windows service "system.serviceModel.services.config" configuration file. You
can launch the Server Administration utility to quickly view and optionally edit the server address.

Log Files

The best way to determine the underlying cause of issues is to analyze the logs.

The application configuration files contain settings that may need to be modified in order to enable logging.

These application configuration files can be edited in a simple text editor (ex. notepad).

After you are done troubleshooting, remember to revert your changes.

Windows Service Logging

Standalone Web Server Logging

Web Site Logging

Scheduled Task Logging



Windows Service Logging

Windows Service Configuration File

The "Management Server" windows service configuration file with a default installation is located here: "C:\Program
Files\NovaStor\NovaBACKUP Central Management Console\Service\ManagementServer.Service. WindowsServiceHost.exe.config"

When this file is modified, the internal services will automatically restart and use the latest changes.
If the configuration file contains errors, the windows service will not start.

If the windows service is already started, it will automatically stop.

Log File Location

With a default installation, the log files are located here: "C:\Program Files\NovaStor\NovaBACKUP Central Management
Console\Service\Logs"

How to enable logging for the "Management Server" windows service

Open the main "Management Server" windows service configuration file, unless otherwise specified, perform the steps outlined
below, and then save the file. This generates a fairly large amount of trace data in the Logs directory.

Enable Log Listeners
Enable logging to the Application Event Log and a Flat File.

Change this: XML

<configuration>
<loggingConfiguration ...>
<categorySources>

<add switchValue="All" name="General" />
</categorySources>

to: XML

<configuration>
<loggingConfiguration ...>

<categorySources>
<add switchValue="All" name="General" >
<listeners>
<add name="Event Log Listener" />
<add name="Flat File Trace Listener" />
</listeners>
</add>
</categorySources>

Errors will now be logged in the trace.log file in the Logs directory by default.
Enable WCF Verbose Activity Tracing

For communication issues bet, Set the switchValue attributes to Verbose, ActivityTracing.



Change this: XML

<configuration>
<system.diagnostics>
<sources>

<source name="System.ServiceModel" switchValue="Warning" propagateActivity="true">

<source name="System.ServiceModel.Messagelogging" switchValue="Warning">

to: XML

<configuration>
<system.diagnostics>
<sources>

<source name="System.ServiceModel" switchValue="Verbose, ActivityTracing" propagateActivity="true">

<source name="System.ServiceModel.Messagelogging" switchValue="Verbose, ActivityTracing">

Errors will now be logged in app_tracelog.svclog and app_messages.svclog files in the Logs directory by default.

Enable Message Logging

Open "system.serviceModel.diagnostics.config" and enable logMessagesAtServiceLevel, logMalformedMessages, and
logMessagesAtTransportLevel.

Change this: XML

<configuration>
<system.serviceModel>
<diagnostics>

<messagelogging logMessagesAtServicelevel="false" logMalformedMessages="false"
logMessagesAtTransportLevel="false" />

to: XML

<configuration>
<system.serviceModel>
<diagnostics>

<messagelogging logMessagesAtServicelevel="true" logMalformedMessages="true'
logMessagesAtTransportLevel="true" />

Enable Message Logging with Personally Identifiable Information

For example, this logs the remote IP address of clients connecting to the service.
Open "C\Windows\Microsoft NET\Framework\v4.0.30319\Config\machine.config" and set enableLoggingKnownpPii.

Change this: XML



<configuration>
<system.serviceModel>

<machineSettings enablelLoggingKnownPii="false" />

to: XML

<configuration>
<system.serviceModel>

<machineSettings enablelLoggingKnownPii="true" />

Open "system.serviceModel.diagnostics.config" and enable logMessagesAtServiceLevel, logMalformedMessages,
logMessagesAtTransportLevel, logEntireMessage, and logknwonPii.

Change this: XML

<configuration>
<system.serviceModel>
<diagnostics>

<messagelogging logMessagesAtServicelevel="false" logMalformedMessages="false"
logMessagesAtTransportLevel="false" />

to: XML

<configuration>
<system.serviceModel>
<diagnostics>

<messagelogging logMessagesAtServicelevel="true" logMalformedMessages="true"
logMessagesAtTransportLevel="true" logEntireMessage="true" logKnwonPii="true" />



Standalone Web Server Logging

Standalone Web Server Configuration File

The "Management Web Server" windows service configuration file with a default installation is located here: "C:\Program
Files\NovaStor\NovaBACKUP Central Management
Console\WebRoot\Web\bin\ManagementServer.WebServer WindowsServiceHost.exe.config"

Log File Location

With a default installation, the log files are located here: "C:\Program Files\NovaStor\NovaBACKUP Central Management
Console\WebRoot"

How to enable logging for the "Management Web Server" windows
service

Open the "Management Web Server" windows service configuration file, perform the step outlined below, and then save the file.
This generates a web.log file in "C:\Program Files\NovaStor\NovaBACKUP Central Management Console\WebRoot" for example.

Enable Log Listeners
Enable logging to a Flat File.

Change this: XML

<configuration>
<loggingConfiguration ...>
<categorySources>

<add name="Info" switchValue="All" />
</categorySources>

to: XML

<configuration>
<loggingConfiguration ...>
<categorySources>

<add name="Info" switchValue="All" >
<listeners>
<add name="Flat File Destination" />
</listeners>
</add>
</categorySources>



Web Site Logging

Web Site Configuration File

The "Management Server" Web Site configuration file with a default installation is located here: "C:\Program
Files\NovaStor\NovaBACKUP Central Management Console\WebRoot\Web\web.config"

Log File Location

With a default installation, the log files are located here: "C:\Program Files\NovaStor\NovaBACKUP Central Management
Console\WebRoot"

How to enable logging for the "Management Server" Web Site

The "Management Server" Web Site configuration file is configured with logging enabled by default. This generates a web.log file
in "C:\Program Files\NovaStor\NovaBACKUP Central Management Console\WebRoot" for example.



Scheduled Task Logging

Scheduled Task Configuration File

The "NovaBACKUPManagementServer" Scheduled Task configuration file with a default installation is located here: "C:\Program
Files\NovaStor\NovaBACKUP Central Management
Console\ScheduledTask\ManagementServer.Service.ScheduledTask.Console.exe.config"

Log File Location

With a default installation, the log files are located here: "C:\Program Files\NovaStor\NovaBACKUP Central Management
Console\ScheduledTask\Logs"

How to enable logging for the "Management Server" Web Site

The "Management Server" Web Site configuration file is configured with logging enabled by default. This generates a trace.log file

in the Logs folder.
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