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Types of Backups

File Backup

A standard file backup is simply an archive of data that may be
restored in the event of data loss. This is archive is generally
made from the files which you select as being important (or an
entire file system) and may be encrypted, or compressed.

Image Backup (Disaster Recovery)

An image backup is different than a standard file backup. It is
intended to backup the underlying data structures of a computer
including operating system and applications for emergency
restoration in the event of a disaster. In this case your destination
may be a completely different computer or set of hardware.

Types of Backup Jobs:

Full Backup
A backup of all (selected) files on the system. This does not include
file allocation tables, partition structure, and boot sectors.

Once you have completed your full backup, one of the following back
up types is usually employed as your daily supplemental backup.

Differential Backup
A cumulative backup of all changes made since the last full backup.

Benefit: Only 2 files ever required to perform a restore (1 Full
and 1 Differential). Downside: Larger file sizes

Incremental Backup

A backup that only contains the files that have changed since the
most recent backup (either full or incremental).

Benefit: Small file size with incremental backups.
Downside: May require many files to restore which can be time
consuming. More prone to user errot.
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Forever-incremental Backup

Forever incremental backup is a process in which all backups
after the initial full backup are incremental only. Unlike
traditional incremental, which suggests periodic full backups,
using forever-incremental means that all backups are always
incremental. This (non-image backup-based) backup method is
only available for the new "Local Backup" and "Cloud Backup"
device types starting in NovaBACKUP 21.

Benefit: Much faster backup run times, especially with the new
backup engine that makes use solely of this backup method only.
Small backup data size with incremental backups for each job run
after the initial full (seed) backup has been completed. There is no
need to have separate full and incremental (or differential) backup
jobs defined (and scheduled), and there is no need to complete a full
backup more than once! Since retention on backup devices that
utilize this backup method is definable at the backup job level the
setup of the backup job and retention is greatly simplified and in
that case, when retention does run it does not simply delete X
number of backups.

Downside: If retention is enabled at the backup job level, then when
the retention stage of the backup job is required to run to prune the
data on the non-legacy backup device target it can take a while to
process that stage of the backup job, and this is dependent on the
"Retention Config" - "Maximum Backup Age" setting value that is
definable per backup job, as if it is a very low setting such as 7 days
then it will have to run Retention portion of the backup job stage
(otherwise known as pruning) much more frequently, as compared to
if the "Maximum Backup Age" setting is using a much larger Days or
Months value. The backup engine can spend a lot of time optimizing
the backups on the device's target end.
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Create a Local Backup device
to be utilized as the backup
job target

Step-by-Step Guide
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Creating a Local Backup device

é

Local Backup Configuration

Local Backup | Mebwork Credentials | Encryption

Device Name

Create a device representing a local drive that you would like to use as a
backup destination. Backups wil be stored at the path specified using the
domain, usemame and password if provided.

Folder or Network Path

|

Local Backup

Cancel

¢
~

figuration

Local Backup | Metwork Credentials Eneryption

£

Add a network location using a device name you would lke to use as a

Domain name [Optional]

backup destination name. Backups will be stored at the network path
specified using the domain, username and password if provided. &
connection test iz performed when clicking Ok,

Usermanne

User password

Cancel

e

e

é

1  Add a Backup Device

Begin by pressing the Device tab. Then press the
"Add" button and select the "Local Backup"
device type from the device list.

2  Enter a Device Name

Enter a "Device Name" value, with the name you
wish to call the new "Local Backup" device. *Do

not use any of these characters in that field:
\ /%20 <>

3 Enter Folder or Network Path

Enter a "Folder or Network Path" value, using
either a local drive letter or a network path
(UNC) to store the backups to. *Also specify the
"Network Credentials" tab values only if using a
network path; read the KB article here.

Note: Also perform Step 4 below but only if a
network path was specified in Step 3, otherwise
press OK on this dialog to add the device.

Enter Network Credentials (if needed)

4

Note: The "Network Credentials" tab is where you
specify network credentials values only if using a
network path; read the KB article here to learn
more, including if when saving the device an error
is displayed regarding the properties of this tab. A
connection test is performed if a network path was
specified in Step 3 above.

Press OK to add the device. *All values other than
the first "Local Backup" tab values can be modified
by editing the existing device later.
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Perform a File Backup
Step-by-Step Guide
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Select Start Button

Begin by pressing the Start button.

2 Name Your Backup Job

Enter a name you wish to
call the backup job.

3  Select Your Data to Backup

Select the data you wish to backup.

o ] [cmal J[ree ]

Press settings to configure the backup job
options, including the "Retention Config"
settings in the "Backup" tab, and other tabs
such as Filters, Run As, Custom Commands,
and Email Notification.

*Retention is enabled for new backup jobs
by default at "30 day(s)" for the "Maximum
Backup Age" value.
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Performing a File Backup

4  Select Backup Destination

Select backup destination (target) using the
"Backup to" button. The first devices in the list
will be the new "Local Backup" device type,
that was added in NovaBACKUP 21, followed
by the "Cloud Backup" device type. Those are
the two backup device types that utilize the
new backup engine. *To enable legacy device
types to also be listed, to select as backup
targets, read the KB article here.

5 Schedule Backup Frequency

Set the schedule of the backup frequency, or
disable scheduling by unchecking the
checkbox.*If a specific user requires access to
be able to backup (read) all selected items in
the job selection then select "Run as specific
user" and specify the user credentials here. If
the job will ever run when not logged in to
Windows, also use that same setting.

6  Setup Alerts (Optional)

Optional: Set up customizable email
alerts by clicking on the notification
tab in settings.
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Performing a File Backup

/  View Backup Status

View the status of the backup job.

Device Name:  Local Backup C
Curent Speed: 6.19 MB per secon d

Curent Status

aaaaaaaaaaaaa

) You may stop or pause the backup job
as needed. *In certain stages of a job
these two button icons may be grayed
out and not usable.

Job Status d 8  Backup Job Status Complete

Backup was successful.
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Perform a File Restore
Step-by-Step Guide
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Performing a File Restore

o 1 Select Restore Tab

Recent Jobs
© 3282024 1:30:23 AM

© 3f25/2024 12842 M Start
G @ Select the Restore Tab from the top

Next Scheduled Job.

® 372672024 3:00:00PM mm Virtual Dashboard H H
- o Fotctyour i macines navigation.

1n the news
Thank You Image Backup
for using NovaBACKUP Start the Image Backup wizard

Smile your files are
protected! s

Cloud Backup
/ /@" ) Backup your data online to the cloud

iy

Run Job Open Job
@ Runajob now. Eﬂ Open previously saved

iob.

Import Media Add Network Device
e W i rebocen
Fowes e

NoVABAGKUP

7  Select Data to Restore

Expand the device category first and then
the backup index record and then select
the data you want to restore.

Links
Local Settings
Music

My Doaments

3  Select Restore Location

Press settings and select a location

for where the files (or plugin objects) will
restore to, as well as any other options.
*Hyper-V and SQL plugin restores can only
restore to an alternate location, for non-
legacy backup device types, which are

T "Local Backup" and "Cloud Backup".

Restore Files By Device

Media
= G Media View

©) Restore fle(s) to aterate location
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Performing a File Restore

o

Selected Fles: 7

Completed Fes: 7
Skinped Fies: 0
Device.
Device Name: - Local Backup C
Curent Speed
Curent Status
Job Name:Local Backup C

sssss

Bytes: 0B

Bytes:  124GB
Bytes:  124GB

Estimated Time Remairing:
Estiated Time Complete:

Elapsed Time: 0:00:10

oy

Selected Fles: 7

Completed Fies: 6
Skipped Fles: 0
Device
Device Name: - Local Backup C
Curent Speed: 460 KB per secon
Curent Status
Job Name:Local Backup C

Status: Recovering objects

Bytes:  124GB

Bytes:  0KB

Bytes:  1384MB.

Bapsed Time: 0:00:01

Estimated Time Remairing: <~

Estimated Time Complte: -~

Fle: VHDX 20110233 18.4.334 SDK_20231026094636 vhae

Size: 122GB

———

Selected Fles:
Completed Fies:
Siipped Fies:
Device
Device Name:

Curent Speed.

Acty. | —

Thursday, March 28, 2024
3282024, 20936 AM - End 3

Start 32

Job Report
Thursday, March 28, 2024

Restore - Local Backup C

=oX

3082024, 209:44AM

2872024, 209:44 AN

 datafies/ict

total count E7

total size +1.20g0 an8202,2

count complete 7 32820242

mmmmm Jeted 12400 an8202,2

countfailed ‘0 38202, 2
ze ailed zon an8202,2

302812024, 20944 AN

09:44 AM

09:44 A

09:44 AM

09:44 M

09:44 AM

4  View Restore Status

View the status of the Restore job.

You may stop or pause
the Restore job as needed.

5 Option to Pause or Stop

You may stop or pause the restore job
as needed. *In certain stages of a job
these two button icons may be grayed

out and not usable.

6  Final Restore Status

View the Final Status log for
specifics about any Restore job.
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Perform an Image Backup
Step-by-Step Guide

www.novabackup.com 13




Performing an Image Backup

@ e
¢ Detcte ot

— 1 Select Image Backup Button
ez @ St

© 3/22/2024 6:19:17PM Start here to backup your data

Next Scheduled Job 2

None to Report mm Virtual Dashboard
In the news A g  Protectyourvitual machines

Thank You

for using NovaBACKUP

Sy Select the Image Backup button to
o=
Smile your files are

launch the image backup wizard.
potecety y ,ﬁ“ N D c:;’z::iu?j:frtzxa online to the cloud

R 2

e}

PEL
Open previously saved
ob.

Run Job
B e |
Import Media
Import media rto your \g
medis catelog

)
NovABACKUP
X

| For Help, press 1

[Es))

I 2  Select Image Backup Schedule

Using the radio selection, choose
the Image Backup Schedule option.

o e o [ e

[E3))

— 3  Select Backup Drive

Select the drive you want to back up.

o | [t ][ e |[ v ]
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Performing an Image Backup

T 4  Choose Name and Destination

3)|

[ ke ]

= Specify the backup name and destination for

: your Image Backup. Then select the backup
type first, and then select the backup

method. Then set the other options.

o J[re J[Coms J[ v

Schedue Job

®

5 Schedule Image Backup

e Schedule the Image Backup job.
et Select Time/Date and the User to Run As.

= e — = ;-

e Delete  Status

6  View Schedule Backup

LastRun Status

® image Backup-Ful Only

View and manage scheduled Image
Backups in the Schedule Tab.

,
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Create Image Backup
Boot Media

Step-by-Step Guide
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Create a Image Backup Boot Media

Select Image Backup Button
® 3221124 62105 Start
® 37222024 6:15:07PM @ Start here to backup your data

Next Scheduled Job

None to Repert mm Virtual Dashboard
— = et From the homepage, select Image

Thank You
Backup

Smile your files are
protected! L . Cloud Backup

_ Backup your data online to the cloud

Open Job

Run Job
@ Fun a job now Eﬂ Open previauly saved
[

3 Import Media = Add Network Device
Import media into your 3 Add a network backup
- media catabg. destination device.
k!’;XN OvABACKUP
\ For Hely 1
®
— 2  Launch Image Backup Tool
& OperationType
‘Select Items (©) Image Backup Schedule

Choose Destination
Schedue Job

Job Summary:

Name:

s Select the Launch Image Backup Tool
for Boot CD Creation option.

B8 Image Backup = X

M T 3 Select Boot Disc

Image Backup provides a powerful disaster recovery solution based on disk image backup. Simply select the
whole disk or disk volume you wish to backup. This creates a disk image backup which is more detailed than
file level backup, providing a true disaster recovery solution. Then, for recovery, you can restore the drive
volume or entire disk, or even restore to a new disk in ease of a hardware failure.

Backup -
Backups can be stored on local or network locations, with popular backup type options available.

Select the “Boot Disc” button on the
left to create a bootable drive.

Restore -
Restore from local or network locations, vith optional output conversions available.

Boot Disc -

The Boot Media feature will create a bootable CD/DVD or fiash disk to be used in case your normal startup
disk fails. Then by starting your computer using the boot media, you can run restore your backups using
Image Backup.

ViewHelp
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Create a Image Backup Boot Media

4  Choose Boot Media Type

Choose the Boot Media Type.
el Simple is recommended for most users.

simple ¥

Boot Disc - Introduction

Use ea e flash drive. This provides the abilty to restore a backup ev
hen starting your computer this way, the Image

Please select either simple or advanced boot media creation methods.

Simple Boot Media:

Advanced is for server operating systems
o o that need to specify RAID controller
drivers. Drivers can be loaded after
= booting PC to the image boot media.

Boot Disc - Create the customized bootable image 5 create I mage

This step creates the customized boatable image which will be written to your CD/DVD or flash drive in
the final step.
To complete this step, dlick the Create Image button.

Click the “Create Image” button.

Completed Steps

+ Configure Image

Create Image

Buiding objects for boot image

<Back Next > Concel | Help

Boot Disc - Write the bootable image

6  Select Boot Device

Select the device to write the Image Backup
boot image to. This can be a USB flash drive
or CD.Click "Refresh" if need be after inserting
device.

Select the device from the list shown to write the image backup boot image created in the last step.
You may select ei iter utton
drive with a blan

inserted, or a flash drive (also known s a thuml

Please be sure to test booting with your recovery media after this pracess has completed to verify a
successful result for your configuration. Booting from your recovery media will not force you to restore.

CD/DVD: hp CODVDW TS463R

Click the "Finish" button to start

writing the boot image to the
device.
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For more than a decade, NovaBACKUP has been a trusted provider of flexible, all-inclusive
data protection solutions for Managed Service Providers (MSPs) and professional offices
worldwide. As industry leaders in Backup and Disaster Recovery, we bring extensive
experience in helping specialized industries meet strict data protection goals.

At NovaBACKUP, our primary goal is to simplify and enhance data protection for our clients.
More than just powerful backup technology, our team of backup experts is dedicated to
providing unparalleled support. We take a people-first approach to backup, understanding
that every unique environment requires a personalized approach to data protection.

With NovaBACKUP, our commitment to exceptional support ensures that you have a reliable
partner in data protection. Learn more about NovaBACKUP and explore our comprehensive
range of data protection solutions by visiting our website at www.novabackup.com.

Schedule a call with one of our backup experts today!

To submit your case to the NovaBACKUP Support Team visit:
support.novabackup.com and submit a ticket.

Our Service Promise

We promise to treat the protection and safety of your data like we do our own. Our job it
to make data protection as simple and reliable as possible. You can count on us to provide
professional, knowledgeable support that meets your data protection needs. Feel free to
reach out to our team if you need assistance with your backup and recovery needs.
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NovaBACKUP .

VO Cairians) Sect Tel.: (805) 579-6700 Email: ols@novabackup.com
Agoura Hills, California Fax: (805) 579-6710 www.novabackup.com
91301 M-F 9am-5pm PT

© 2024 NovaBACKUP Corporation. All rights reserved.



https://support.novabackup.com/
https://support.novabackup.com/



